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Overview

Overview

PhoneFX is an efficient and accurate way for CUCM professionals of all skills and experience
levels to perform their jobs with an overall improvement in workflow and productivity. This
guide introduces you to some of the most useful features of PhoneFX.

PhoneFX is built using AutomationFX hence most of this document makes reference to
AutomationFX as technically that is the application that is being installed. PhoneFX is the
functionality enabled within the AutomationFX platform for controlling Cisco IP Phones.
AutomationFX (and therefore PhoneFX) leverages existing technology from PhoneView,
PhoneView is the premier Cisco Endpoint Management product from UnifiedFX and has been
used by over 10,000 Cisco UC Engineers worldwide.

Document Conventions

This document uses specific formatting to point out special facts and to warn you of potential

issues:

O The lightbulb indicates a tip or additional piece of information that may be useful
=  for more advanced users.

The speech bubble highlights important information that is essential for the given
context.

The exclamation mark warns you of potential issues and information that requires
your full attention.

Furthermore, the following formatting is used:

e Paths and locations on your hard drive or other storage devices are printed in italics;

e Important names and concepts are highlighted in bold;

e Square brackets are used to reference keys on a computer keyboard, e.g. Press [Shift] +
[Enter].




PhoneFX Installation & Admin Guide

Requirements

System

Windows 8 (or above) / Windows Server 2012 (or above)
Microsoft .NET Framework 4.5.2

Dual Core CPU 2+ GHz / 4GB RAM (or above)

1GB free hard drive space

VMWare Supported

Modern web browser i.e. Chrome, Edge, Firefox, Safari, IE 10+
Free TCP port (8181 by default)

Unified Communications Manager

CUCM Version 8.0 (or above)
Phone Web Server enabled (for getting screenshots)

Network Connectivity

The following tables describe the TCP Port connectivity requirements of PhoneFX:

TCP Ports between AutomationFX(PhoneFX) and CUCM

From To Port Purpose
AutomationFX CUCM 80/TCP HTTP API Interface
AutomationFX CUCM 8080/TCP HTTP API Interface
AutomationFX CUCM 443/TCP HTTPS API Interface
AutomationFX CUCM 8443/TCP HTTPS API Interface
AutomationFX CUCM 6970/TCP HTTP API Interface
AutomationFX CUCM 2748/TCP CTI APl Interface
AutomationFX CUCM 2789/TCP CTI APl Interface

TCP Ports between AutomationFX and IP Phones

From To Port Purpose
AutomationFX IP Phone 80/TCP HTTP API Interface
AutomationFX IP Phone 443/TCP HTTPS API Interface
IP Phone AutomationFX 8181/TCP (Editable) HTTP API Interface




AutomationFX Installation

AutomationFX Installation
Open the MSI Installer file and click Next on the Welcome page

Biack 7| %, Gt |

Review and accept the End-User License Agreement then click Next

End User Licance Agresment
| SCOPE & APPLICATION

Ths Encl-User Licanse Agreemant (EULA) i 2 legal ageemant betwoen
you (ether on indimdual o 3 single entity) and Urafied FX Limstod for the
Sotware Utilny dentifed above. which includes compuler soltware and
may inchude onlne or slectronic documentation. By instaling, copying,
0r otherwise using the Software, you agree 10 be bound by the terms of
s EULA

V11 ot the terme 0 the Lonrse Ag/sarmert

(o | [ oo [ mey | [ cocs |

Choose a local TCP port to host the AutomationFX Web Application Platform.

e Click Test Port to check that the chosen port is available on the local machine.
e C(lick Next to continue

Port Nurber (1-6553%);

I

Tt Pt J
1% i recomevended St pou scoept the sefected defaut port.
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The default port is 8181, this can be changed to port 80 as long as there are no other
=  applications hosted on port 80 on the local machine.

O The value is saved to the following registry entry:

HKLM\ Software\ UnifiedF X\ AutomationF X\ PortNumber

Once all the required information has been captured, click Install to start the installation.

") AutematienFX from Unified FX v3.1 597 Setup =1 o
—
Ready to install AutomatsonFX from Unifled £X v1.1.0.97 B

Chek Irmtad to begn the ratallabion. Chdk Back 10 revsew or change any of your
rataflation settnge. Chck Caree 1o et e wizwd

All necessary files will then be copied to the local machine and the AutomationFX Windows
Service will be installed and started.

" 24 AvtomatinnFX from Unified FX 11097 Setup e
| EE— Bubgio s
Instaling AutomationtX from Uniied FX v1.1.0.97 B =

Flease wat wide the Setup Wizard swtals Automabion®X from Unified FX v 1. 10,97,

Status: Startng services




Once the installation is complete click Finish to close the installer

Completed the AutomationFX from
Unified FX v1.1.0.97 Setup Wizard

Chek the Prish button to et the Setuo Wirrd.

After the MSI installation is complete the application web interface is opened automatically
(http://127.0.0.1:8181).

The first step for a new installation is to install the license key. Enter the License Key and click
Install. Once installed, you will see the license parameters on this page.

Software Ucensing

®

—— -
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CUCM Integration

This section provides information on CUCM cluster integration for PhoneFX phone control
and configuring the phones to use AutomationFX authentication service.

Cluster Setup in AutomationFX

Once AutomationFX is installed and licensed, the first task is to add one or more CUCM
clusters. Click Configuration and then Clusters - this will navigate to the cluster page.

There are two methods you can use to add a cluster to AutomationFX: Automatic Cluster
Setup and Manual Cluster Setup.

Automatic Cluster Setup

When Automatic Cluster Setup is used, the application will automatically create an
application user AutomationFXUser in CUCM with appropriate permissions for
AutomationFX. Once the user account is created successfully, AutomationFX will use this
credential to integrate with CUCM.

Enter the following and press the Setup button:

¢ Friendly Name
e Publisher IP Address

Clusters

uCMmIL +

Namwe

UCM11

1P Address

10.10,10.10 i

Enter a valid UCM user for this cluster with AXL Database access permissions (i.e. Standard
TabSync User).

The Setup User will be not be stored, it will only be used to create an Admin User
account AutomationFXUser with appropriate permissions and a Phone User
UFXPhoneUser.

10



CUCM Integration

Automatic UCM Setup

Please enter 3 valid UCM user for this cluster with AX|, Database access
permissions [Le. ‘Standard TadSync User’)

The Setup User will be not be stored, 2 shall only be used 1o creats an
Admin Liser account ‘AutomationFXUser’ with associsted permissions
for AutomastiontX to yse

Setup User

cemadmin

Setup User Password

aman

After adding the first cluster you are prompted to login with a CUCM user account from the
newly added cluster. This is required in order to gain access to all menu items within the web

admin interface.

>

127.00.1:8181 says <l Connectrs

You are currently [ogged in as 8 guest uter, would you ke b2 log back n
25 duster user account?

; = o

© Canfguration

Clusten

ucML +

Parameters
Name

Ucense Uemiz

1P Address
10,19.100.211 i
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Manual Cluster Setup

AutomationFX requires a CUCM Application User account to access the relevant CUCM APlIs
and perform the required functionality. This Admin User account requires the following
permissions:

e Standard TabSync User

e Standard CCM Server Monitoring

e Standard CCM Phone Administration

e Standard CTI Enabled

e Standard CTI Allow Control of All Devices

e Standard CTI Allow Control of Phones supporting Connected Xfer and conf

e Standard CTI Allow Control of Phones supporting Rollover Mode

e Standard EM Authentication Proxy Rights

e AutomationFX Group (Custom Access Control Group)

o AutomationFX Role (Custom Cisco Call Manager Administration Role)

* Phone Migration (Resource - Read & Update)
* Super Copy Info (Resource - Read & Update)]
* Phone web pages (Resource - Read & Update)

Once the user is account is created in CUCM, click the Manual button on the cluster page and
enter the following:

e Friendly Name

e Publisher IP Address
e Username

o Password

Admin User

Admin User Fassword

12



CUCM Setup

CUCM Setup

This section provides information on CUCM changes required for Zero Touch Migration and
eliminating device association for PhoneFX.

Enabling web access on entire phone estate

This change is required for PhoneFX Screenshots.

Changing Enterprise Phone Configuration settings can cause phones to reboot or
you may need to reboot the phones manually for the changes to take effect.

Browse to the CUCM Admin Interface » System » Enterprise Phone Configuration page:

aban v Go

abwle  Cisco Unified CM Administration
cisco

CENPRINEY Claco Unified CM Adminisr

For Ciseo Unifled Commmmicalions Solutlons

| admin

Search Docamentation Abcat Logout

Syriem « T ROUING v Mefs Resomces o AMdamced Feawnes o Dewios « v User o o BubkASmEBTEDND *  Help e

T Faaaim U GHE LA YLE
o Mlaw User-Diefined VI Profiles
Requine Screen Look® User Controtied
Masirmam Soeen Lock Timeos * 600
NG Ooolay-On Tuswe

Desstilect L
TLS Reésumpbon Timar® 3600
wser Credenmias Persistent for Expressway Sign in* Dvsabiled
WLAN SCEP Server
WLAN Root CA Fingerpant (SHA2SE or SHAL)
Outhound Rofover * Desablect .
Deeact il CM Conssaction Fakes® Normad v
Time to 'Wat for Seamiess Reconnect After TCP Dvop or Roanwng {seconds)
Lot Server
IPvS Lood Server
Peer Fitmwore Sharing * Caatded v
Leg Sovver
HTTPS Server® mtp and hetps Erabled v

I Wed Access® Enabled v |

Settings Acoess* Prisoled v
Anavond Ditng Boidge (ADB)* Desabied v
Costomer support upiond URL

Enable the Web Access property and check the Override Common Settings check box for the
same property, then click Save to save the changes.

Changing CUCM phone Authentication (Optional)

Using this configuration AutomationFX will provides an authentication service to IP Phones.
This eliminates the need to associate phones with a user account in CUCM as would
previously be required for PhoneView. The AutomationFX authentication service will check
if the credentials match the Phone User / Password configured for the cluster - if they do not

13
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match the request will be forwarded to the publisher to complete the authentication request

as normal.

To use the AutomationFX based authenticate service with CUCM, you need to update URL
Authentication and Secured Authentication URL within Enterprise Parameters with the

following URL:

e http://[AutomationFX_IP]:8181/ccmcip/authenticate.jsp

Changing Enterprise Phone Configuration settings can cause phones to reboot or

you may need to reboot the phones manually for the changes to take effect.

Al Cisco Unified CM Administration
CISCO . Cluco Unitied Camimmications Solutions

i ng * True . True

ILE Cphets * AES-296, AES-128 Ciphers RSA prefered . ALS-256, ALS-
SA1P Qohers All supparted AES 256, AES-128 ophars v Al pportad Al
- Certificate Revocation and Explry

LartBcate Vokaity Chesk * Disacied v Disanies
Yalidty Chegk Frequens ra) ¢ 24 24
- Prepare Clustor for Hollback

Erepare Cluster fur Solback to pre 5.0 * False False
~Phone URL P,

URL Ashentitation F‘"" //10.10. 30.10: 8280/ comegy suthesticote. Jsp ]

WAL ireciones http=//UCM 16060/ comaip/ smidirectory. ssp

UHL ige

QAL de Time 0 0

VAL Anfurmation hitp://UCML L:BABS/ comuip/Get TelecasterialpText ap

UHLMESS A0S

URL Services WO/ UCH T L BO00/ comeip/ getservicesTisl 15
rSecured Phone URL

ured Authertication US| J 110,10, 30100080/ ey sutherticate jso |

Sequred Qwectory USL Witps1//UCML T 8443/ comaps smidrectory j4p

Secwred die URL

Secureq Infeomanan URL hitps:{ /UCML 1:844 3/ cemops GetTelecasterHepTaxt j 5
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AutomationFX Web Interface Login

This section provides information on AutomationFX web interface login requirements,

customising the login permissions and updating / recovering CUCM cluster credentials.

Requirements

The web interface for AutomationFX requires authentication once the first CUCM cluster has

been added. AutomationFX uses the existing Application and End User accounts on CUCM

to provide authenticated access to the AutomationFX web interface, hence the requirement
for at least one CUCM cluster to be added before CUCM authentication is possible.

The CUCM Application or End User account requires one of the following permissions:

Standard CCM Admin
Standard Phone Administration

SIGN IN TO CONTINUE.

l username &

Before the first CUCM cluster has been added you can access the AutomationFX
admin interface in guest mode automatically from the local machine (i.e.
http://127.0.0.1:8181). However, if you need to access the AutomationFX web
interface remotely before the first CUCM cluster has been added, you can use the
following hard-coded guest account credentials:

e Username: guest

e Password: ufx12345

The guest login is disabled when one or more CUCM clusters have been configured,
from that point onward only a valid CUCM login can be used to login.

15
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Cluster credentials reset/recovery

There may be a scenario where the credentials used to integrate CUCM cluster with
AutomationFX have been changed. In this case users with appropriate permissions can login

to the admin interface and update the cluster password.

By default, the admin login permission will stay the same as web interface login mentioned
in the previous sections, however if the permissions were customised, user will require the

custom permission/group configured in AutomationFX.

16



PhoneFX (Phone Remote Control)

PhoneFX (Phone Remote Control)

This section provides information on how to control Cisco IP phones from the AutomationFX

admin interface.

Click on the Phones menu from the navigation panel:

Syatem Menu

M Columns “ontrol = Convert DX
& Configuration
= Service
= Phones O cShjabhesxi 10101989 75001  Cisq
822 Screens O SEPDODEEEDSN2E 10.10.11.47 10040 Cise
O SEPOOOEDTABFESE  10.10.11.68 10184 Cisq
Log
O sSEPo1BS3IL2ICSS 10.10.11.30 10209  Cisd

Find a specific phone from the search bar on the top right corner:

M Columna &R Controd [ Export Search: 10022 I

O SEPS4750G2AFRS6  10.10.112 10022 Ciscos96l Registered  Old Migrated] [Migrated)

ed | B3G1 Expan

The Search feature is a wildcard multi-field search, so you can find a device by any
w of the following values:

Device Name
Description
Directory Number
IP Address etc.

17
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Select the check box for the desired phone, then click on the Control button above the table to
launch PhoneFX. A new browser popup window will be opened with the PhoneFX remote-

control interface.

(2} @ =

TN ruy Mae 10 125

0 = - n
o > UnifiedFX™ -
@ o o ngineerto Ste sgai
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Phone Filters

The Filter menu is shown at the bottom of the AutomationFX navigation sidebar section when

you navigate to the Phones page. You can create filters to group devices using built in

summary options or custom grouping / tagging.

" m ©

=
5
L

Location

3 & HR

= Model
Cisco 6941 (1
Cisco 6961 (1)
Edit Filter

Filter Name

Reg-7941-NY

Description

Registered 7941 phones
in New York DP|

0 ®HEH
&

Creating & Saving a Filter
To create a filter tick / apply the appropriate filter rules.

Type an appropriate name and press [Enter] or click on
the name typed. If the provided name is added to the filter
list, the Save button will be highlighted with a red overlay
to indicate that there is a save operation pending.

Click the Save button to persist the created filter.
Editing & Deleting a Filter

To edit a filter, load the appropriate filter and click the
Edit icon [&. You can change the filter rules if desired or
enter an appropriate description.

Click Save to save the changes or Delete to delete the
filter.

Creating a Custom Group / Category

In most cases the built-in summary filters will be
sufficient, however there may be scenarios where a
custom group (subset of phones) is required for more
granular control. You can tag phones to a category
(custom group) by browsing to the Phones page and
selecting the desired phones. [Ctrl] + Click and [Ctr]] +
[Shift] + Click options are available for multiple selection.
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